074 0 -74 5 9 / 2 0 © 2 0 2 0 I E E E BECAUSE THE SYSTEMATIC integration of risk assessment and testing is a relevant approach to address product risks in software development and to cope with limited testing resources, current standards, such as ISO/IEC/IEEE 29119, ETSI EG 203 251, or the Open Web Application Security Project (OWASP) Security Testing Guide, recommend a systematic integration between these two domains. The systematic combination of risk assessment and testing is known as risk-based testing, and it applies assessed risks of the software product as the guiding factor to steer all phases of a test process, i.e., test planning, design, implementation, execution, and evaluation. 1 Risk-based testing has become quite popular, and several approaches have been developed (see Erdogan et al. 2 for a comprehensive survey of risk-based testing approaches). However, the standards stay mostly abstract with regard to the concrete implementation and do often not provide concrete guidance for how to define, adapt, or assess risk-based testing approaches and tools. Because of the growing demand for risk-based testing processes by industry and the increasing number of available risk-based testing approaches, a solid methodological support to define, tailor, categorize, assess, compare, and select risk-based testing approaches is required. The taxonomy presented in this article provides this kind of methodological support. We demonstrate its power and value by applying the taxonomy, including the top-level categories of context, risk assessment, and risk-based test strategy, to the requirements coming from recent testing standards and by relating these requirements to four current risk-based testing approaches. Practitioners, in particular, In this setting, the taxonomy is used to systematically identify deviations between the requirements from public standards and the individual testing approaches. //
get a systematic overview of the requirements from standardization, by which techniques and procedures these requirements can be instantiated, and how risk-based testing approaches can be tailored and compared.
Current Testing Standards
In this section, we provide a short overview of the current testing standards ISO/IEC/IEEE 29119, ETSI EG 203251, and the OWASP Testing Guide, in general, and how they address the integration of risk assessment and testing, in particular. Later, these standards will be used as the basis to develop a taxonomy for risk-based testing.
ISO/IEC/IEEE 29119
The new international series of software testing standards ISO/IEC/ IEEE 29119 consists of five parts, which cover 1) concepts and definitions, 2) test processes, 3) test documentation, 4) test techniques, and 5) keyword-driven testing. ISO/IEC/ IEEE 29119 explicitly specifies risk considerations to be an integral part of the test planning process. The second part of ISO/IEC/IEEE 29119-2:2013 on test processes follows a risk-based testing process. 3 The test planning process defined by ISO/ IEC/IEEE 29119-2:2013 is used to develop a test plan. Its sequence of activities is shown in Figure 1 . The highlighted activities are explicitly risk oriented and include the following: understand context, identify and analyze risks, identify risk mitigation approaches, and design test strategy. To understand the context, it is recommended to consider a project risk register for information on identified project and product risks. During risk identification and analysis, previously identified risks are reviewed; additional risks that can be addressed by software testing are identified; and then, risks are estimated and assigned to risk levels to complete the risk assessment. During the identification of risk mitigation approaches, appropriate means of treating the risks are identified, which are the basis for the definition 
ETSI EG 203 251
EG 203251 is an ETSI document that introduces a set of methodologies that integrate security risk assessment and security testing in a systematic manner. 4 This includes both risk assessment aimed to improve security testing and test activities used to improve the security risk assessment. The guide details how results from security testing can improve risk assessment by providing feedback on existence and distribution of actually existing vulnerabilities. In this scenario, risk values (e.g., likelihood estimates) are adjusted on the basis of the test results. Moreover, the guide shows how assessment results are used to guide and focus the testing process by identifying the areas of risk within the target's business processes and building and prioritizing the testing program around them. In this setting, the notion of risk helps focusing the testing resources on the areas that are most likely to cause concern. It also supports the selection of adequate test techniques on the basis of already identified and known threat scenarios. The activities and their level of specification refer to standards 5 like ISO 31000 and ISO 29119 so that they are applicable for a larger number of security testing and risk assessment processes at hand.
OWASP Testing Guide
The OWASP Testing Guide 6 has been developed by the OWASP community and focuses primarily on web application security testing. The guide is a detailed description of the various kinds of testing required in a web application security testing process. It describes testing methods and related activities ranging from early phases in the software development process (software development lifecycle) until maintenance and operation. Aside from others, risk assessment and the notion of risk is addressed as an explicit means to drive the allocation of testing resources, to identify and prioritize testing requirements, and to identify adequate testing techniques and test data. Furthermore, risk management is used to put results in context and to help identify the technical, regulatory, and business impact of findings and vulnerabilities that are discovered during testing. The OWASP guide recommends the use of a predefined risk template for already-known security threats and refers to security risk assessment standards like NIST 800-30. 7 
Taxonomy of Risk-Based Testing
The taxonomy of risk-based testing is shown in Figure 2 . It refines a previously published taxonomy for risk-based testing 8 and includes the top-level classes of context, risk assessment, and risk-based test strategies. It helps to define, adapt, or assess a risk-based testing approach according to the requirements coming from recent industrial standards.
Context
The context characterizes the overall context of the risk assessment and testing process. It includes the subclass of risk driver to characterize the drivers that determine the major assets, the quality properties for the overall quality objectives that need to be fulfilled, and the risk items for the elements that are subject to evaluation by risk assessment and testing.
Risk Assessment
Risks are typically expressed as the combination of the consequences of events and the associated likelihoods of occurrence. Risk assessment characterizes how risks are being determined. It is further differentiated into several classes: factors that define the characteristics determining risk (i.e., risk exposure, likelihood, and impact rating); estimation techniques that find whether the risk is described formally based on a model or informally based on simple lists; the scale to decide whether quantitative numeric or qualitative ordinal values like low, medium, or high are used for risk values; and the degree of automation, which chooses whether the assessment is done manually or is automated.
Risk-Based Testing Strategy
On the basis of the risks being determined and characterized, risk-based testing follows the fundamental test process or variations thereof. The notion of risk can be used to optimize already existing testing activities by introducing a risk-based strategy for prioritization, automation, selection, resource planning, and so on. This taxonomy aims for highlighting and characterizing the specifics of riskbased testing by relating the activities to the major phases of a normal test process. This can be grouped into three areas: risk-based test planning, risk-based test design and implementation, and risk-based test execution and evaluation. Each of these has the subissues shown by the oval tree items in Figure 2 .
Current Approaches to Risk-Based Testing
In this section, we present four current approaches to risk-based testing, which we then classify according to the presented taxonomy of riskbased testing. Two of the approaches already have a longer history in 
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industry, i.e., the Product Risk Management (PRISMA) approach, or in academia, i.e., risk-based test case prioritization using fuzzy expert systems. Another two approaches, i.e., SmartTesting and the RACOMAT approach, come from our own applied research together with industry partners.
The SmartTesting Approach for RiskBased Test Strategy Development
SmartTesting 9 provides a process for risk-based test strategy development that has been created and evaluated in close collaboration with industry. 9, 10 The SmartTesting process consists of seven core steps: 1) definition of risk items, 2) probability estimation, 3) impact estimation, 4) computation of risk values, 5) determination of risk levels, 6) definition of test strategy, and 7) refinement of test strategy. It also includes defect management, requirements management, and quality management, which are used to establish the preconditions for the process by linking the development of a test strategy to the related processes. In the SmartTesting approach, first, the risk items are identified, which are typically derived from the functional structure of the software system. However, they can also represent nonfunctional aspects or system properties. Then, for each risk item, a probability value and an impact value are derived. The probability value, which expresses the likelihood of defectiveness, often relies on historical defect data. The impact value, which expresses the consequences of risk items being defective, is estimated and typically closely related to the severity values usually determined in requirements engineering. After that, overall risk values are computed based on the probability and impact estimates, which are then partitioned into risk levels. Finally, the test strategy is defined and refined on the basis of the different risk levels. For each risk level, the test strategy describes how testing is organized and performed.
The RACOMAT Approach RACOMAT 11 is a tool for risk management according to the ISO 31000 standard that was initially developed in the RASEN research project (http://www.rasenproject.eu). The tool combines component-based compositional security risk assessment with automated security testing in the context of risk drivers like security, business, and safety. For formally modeling and assessing risks, RACOMAT uses an extended version of CORAS 12 and associates risk analysis artifacts with system models to enable automated testing. During the initial risk identification, RACOMAT can automatically generate system models, suggesting the common weaknesses and threat scenarios that are most relevant for the analyzed systems. Benefitting from libraries containing risk assessment artifacts [e.g., Mitre Common Weakness Enumeration (CWE) and Common Attack Pattern Enumeration and Classification (CAPEC) cataloges] and from libraries with testing artifacts like security test patterns and test metrics, the RACOMAT tool offers a high level of reusability. RACOMAT allows the se lection and prioritization of the not-yet-tested elements that have the greatest impact on the overall risk picture or that have the most uncertain likelihood estimates so far.
Besides supporting highly automated risk-based security testing, the RACOMAT tool also supports testbased risk assessment. It integrates models approximating the behavior of the system under test, which is observed as security testing results are fit tightly into risk and business models. RACOMAT then performs event simulations with these approximating models to analyze likelihoods and consequences. 13 Calculating overall risk values as expected costs per time period, it assists managers and stakeholders to decide if they accept the risks or if risk treatment is required. The more accurate risk model updated with the help of test results can be used to start another round of riskbased security testing in an iterative, adaptive process.
The PRISMA Approach
The PRISMA approach 14 starts with the systematic identification of software product risks. It distinguishes business risks originating from the most important parts of the product (e.g., areas with critical functionalities, visible areas, or most used areas) and technical risks with a high defect probability (e.g., complex areas, areas with a lot of changes, or areas with a high degree of collaboration). These criteria are weighted to calculate the overall risk of the risk items. PRISMA aims for identifying these risks, evaluating and visualizing them, and defining a differentiated test approach for differentiable risks.
The central artifact of the PRISMA method is a so-called Product Risk Matrix. It consists of four quadrants each representing a different risk level and motivating a different test approach. Individual risk items, i.e., the items to be tested, can be placed in the matrix depending on a set of predefined risk factors.
From a process point of view, PRISMA starts with an overall planning phase, addressing the identification of the risk items, the definition of the impact and likelihood factors, and the identification of stakeholders for the risk items. After that phase, PRISMA envisages an optional kickoff meeting, followed by iterative steps to collect, validate, and coordinate the assignment and scoring of risk factors for each risk item among different stakeholders. During this process, the final scores are determined and represented in the final version of the risk matrix. In a last step, the risk items are prioritized and associated with a differentiated test approach based on their position in the risk matrix. Such differentiated test approaches may vary with respect to test depth or priorities in testing. For instance, a test approach for a highrisk area may have more reviews, more test cases, better coverage, stricter exit criteria, or just more experienced testers.
The PRISMA method provides basic tool support and is scalable. For larger projects, the approach envisions multiple risk matrices so that a larger set of risk items can be maintained. The PRISMA approach has been used on all testing levels (i.e., for component, integration, system, and acceptance testing), and it applies to all quality attributes (i.e., functional suitability, reliability, usability, security, and so on) that are testable. It has been applied in many projects and companies covering different industries.
Risk-Based Test Case Prioritization Using Fuzzy Expert Systems
The overall goal of Risk-Based Test Case Prioritization Usi ng Fu zz y Expert Systems 15 is to support the prioritization of requirements-based tests by making the requirements risk estimation process more systematic, precise, and less subjective by using fuzzy expert systems. The approach comprises four steps:
1. risk estimation by correlating with requirements 2. risk exposure calculation for requirements 3. risk exposure calculation for risk items 4. prioritization of requirements and test cases.
In the first step, the risk indicators that have been proven to effectively indicate defects in software systems are determined. These include requirement complexity, requirement size, requirement modification status, and potential security threats. On the one hand, requirements complexity and size are objectively determined based on source code and requirements information. On the other hand, requirements modification status and potential security threats can be subjective and are therefore determined based on requirements information utilizing a fuzzy expert system to reduce the subjectivity and possible errors made by human judgement.
In the second step, the risk exposure of a requirement is calculated as the weighted mean of the risk indicator values for that requirement. The weights are calculated based on the analytic hierarchy process. In the third step, the risk exposure values for risk items are calculated by summing up the products of risk exposure values of requirements associated with the risk item and their severity values.
Finally, in the last step, requirements and test cases related to the requirements are prioritized based on risk exposure values for requirements derived from the risk exposure values of risk items linked to the requirements. The prioritization of test cases is explicitly applied for riskbased regression test prioritization and selection to improve the fault detection rate and to find more faults in risky components earlier. However, the risk exposures assigned to requirements and risk items can also be used to steer other test activities like test case design or automation as well. Table 1 applies and evaluates the taxonomy of risk-based testing by using it as a systematic tool to relate the requirements and recommendations from standards to the capabilities of the approaches and tools described previously. The taxonomy helps testers and managers to understand in which areas risk-based testing activities are applicable, in general, and in which areas standards already recommend activities. Applying the taxonomy to a set of existing approaches, we additionally evaluate the coverage of standard requirements by approach and compare the approaches with each other considering their area of application and their capabilities. Because the standards and approaches are not explicit with respect to several differentiations that are used, we use a notation system, which is described in Table 1 .
Application of the Taxonomy
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powerful technique that helps in identifying and testing the relevant par ts and proper ties of a software system, hence detecting critical faults early. Current test standards increasingly recommend risk-based testing. In this article, we have carefully examined the requirements to integrate testing and risk assessment coming from three test standards from relevant bodies like International Organization for S t a nd a rd i z at ion (ISO), ETSI, and OWASP. We have used our taxonomy of risk-based We are aware that our overall evaluation is not complete. There are many more approaches that address the idea of risk-based testing than we could integrate in our evaluation. However, we see none of them going beyond the capabilities and tools support of the ones we examined. Moreover, our approach can be easily extended and applied to additional methods when required. All in all, using the taxonomy has proven to be a good means to systematically analyze and represent the requirements in the area of risk-based testing and a good support in comparing standards and methods. 
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